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1. Introduction

The AI revolution has resulted in a world where algorithms make or assist several decisions that
affect our lives in different ways. These decisions may be superficial (e.g., what song to listen next),
but also significantly consequential (e.g., what career to follow, what treatment to be administered,
what sentence to receive). Given the impact of algorithms on our lives there are serious concerns
whether the decisions of these algorithms are fair and unbiased. These concerns are substantiated
by mounting empirical evidence: several cases where automated systems exhibited bias against
specific population subgroups with a detrimental effect on their lives [9].

The need for fairness guarantees on the output of algorithms gave rise to the research area
of Responsible AI, and Algorithmic Fairness. There has been significant effort in understanding
and measuring algorithmic bias and fairness, but also in mitigating these biases and achieving
fairness. In deliverable D.1.1 we presented several definitions of bias and fairness for different
Machine Learning tasks and problems. In this report, we outline the different approaches for
bias mitigation. Bias mitigation aims to produce algorithms with fairness guarantees under some
fairness definitions. We present general methodologies for mitigating bias and achieving fairness,
and them we dive into specific case that are of interest to the Themis project, that is, LLMs,
Clustering, and Network algorithms.

The report is structured as follows. In Section 2 we present the general approaches to bias
mitigation. In Section 3 we present techniques for mitigating bias in LLMs. In Section 4 we
present fair clustering algorithms. Section 6 concludes the paper.

2. Overview

The machine learning pipeline can be broken into three main steps: Data collection and pre-
prossessing; Model training; Model deployment. In the first step we collect the data necessary for
training our models. The data needs to be sampled, cleaned and labeled. The processed data will
be given as input to the second step, which is the training of the model. The resulting models will
then be applied to specific tasks.

Bias can be introduced in any of these steps. Training data for Machine Learning algorithms is
commonly produced by users (e.g., user-generated text produced by social media users), and as a
result it incorporates different societal biases of the user population (for example, gender or racial
stereotypes). Furthermore, the data collection is imperfect, and as a result certain groups may
be under-represented or misrepresented in the data (for example, in image collections, there may
be less photos of people of color than of white people, or more pictures of urban areas than rural
areas). These biases in the data will propagate downstream, resulting in biased algorithms (bias
in, bias out).

Furthermore, the training of Machine Learning models aims at optimizing specific criteria,
which usually capture the success of the model output. Fairness and bias are not directly accounted
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for in these criteria. Similarly, when deploying the models, we often care more about the accuracy
and success of the models, rather than the fairness of the decisions they make. As a result, the
training and deployment of the models may also introduce biases.

There are three general approaches to mitigating bias [40], that try to address these different
sources of bias. Mitigating bias leads to fairness, so for the following, we will use the terms bias
mitigation and fairness interchangeably.

• Pre-processing approaches: These approaches aim at eliminating biases in the input data.

• In-processing approaches: These approaches aim at changing the internal mechanics of
the algorithms to achieve fairness.

• Post-processing approaches: These approaches aim at changing the output model or the
decisions of the algorithms, to achieve fairness.

We now present some general techniques for each of these approaches.

2.1. Pre-processing approaches

The intuition behind pre-processing approaches is that the root cause of algorithmic unfairness
is the bias in the input data. Therefore, if we make the data more "fair", the models trained on
the fair data will also be unbiased and fair. These approaches make interventions to the data to
achieve some notion of fairness. The goal is to make the minimal set of interventions that will
achieve the desired level of fairness.

The kind of data interventions depend on the kind of data we have, and the application we
are considering. Most work considers classification tasks defined over tabular data. Typically, the
approaches considered are the following [40]:

• Suppression: A naive approach to make the data unbiased is to remove the protected
attribute from the training data. This is called Fairness through unawareness. The short-
coming of this approach is that it disregards correlations between the different attributes.
For example, race may be highly correlated with zip code. An extension of this approach is
to try to identify these correlations and remove the corresponding attributes from the data
[40, 48].

• Relabeling: This approach relies on flipping the labels of carefully selected instances in the
training data so as to achieve fairness. The key question is how to select the set of training
samples to relabel. There are different algorithms for performing this selection, based on
different criteria [40, 101, 99].

• Perturbation: This approach relies on changing the values of non-protected attributes so
that the different groups become more similar. There are different algorithms for deciding
how to do this perturbation in a way that it minimally affects the data [40, 48, 60, 61].

• Sampling and re-weighting: The goal of sampling approaches is to control the contribu-
tion of different instances to the learning task. This can also be performed by re-weighting
the instances, where different instances have different weights [40, 48, 47, 46, 15].

• Data augmentation: Data augmentation approaches add new instances to the data so as
to affect the training process. The generation of the new synthetic instances is usually driven
by the existing data [40, 42, 90].

• Fair representations: Several learning algorithms operate on representations of the data,
where different data entities (e.g., words) are represented as multidimensional numeric vec-
tors. A line of research considers the problem of creating fair representations that will be
given as input to the algorithm training [40, 97]. Creating such fair representations may
involve all of the different approaches described here.
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Combinations of the above ideas have also been considered [40]. A more general approach was
proposed by Calmon et al. [13] who provide a general optimization framework for preprocessing,
that changes the data towards fairness while controlling the data distortion and the preserved
utility.

2.2. In-processing approaches
In-processing approaches aim to produce an algorithm that is fair, by incorporating fairness in

the mechanics of the algorithm. In the case of Machine Learning algorithms, this means affecting
the training of the algorithm. Incorporating fairness in the algorithm design depends heavily on
the type of algorithm we are considering, and the task at hand. However, there are some general
approaches that can be applied in several settings [40].

• Regularization: This approach incorporates fairness-related terms to the objective (loss)
function used to train the model. There is a hyper-parameter that controls the trade-off
between accuracy and fairness. In this way, fairness becomes part of the training objective
of the algorithm [46, 24, 52, 23].

• Fairness constraints: Another commonly used technique is to impose fairness constraints
to the algorithm process, e.g., during the algorithm training. Such constrains enforce specific
fairness rules and they are commonly used for non-supervised tasks as well [40, 14, 92, 93].

• Adversarial learning: Another commonly used approach is to add an adversary to the
training that tries to exploit fairness issues (e.g., predict the protected attribute value) [40,
98, 57, 76]. The predictor and the adversary are trained together and compete to improve
their performance.

Again, combinations of the above approaches have been considered [40].

2.3. Post-processing approaches
Post-processing approaches aim to intervene at the deployment of the algorithms to achieve

fairness. We consider two main techniques for achieving fairness, black-box approaches where we
only have access to the decisions of the algorithm, and white-box approaches that have access to
the trained model. These are also referred to as output correction methods, and model correction
methods [40].

• Output correction methods: These methods selectively change the output labels of the
model. There are different approaches for performing this selection [40, 50, 51, 26, 67,
73]. Such approaches are also popular in tasks beyond classification, such as ranking or
recommendations, where we can change the order or composition of the output to achieve
fairness [96, 77, 62].

• Model correction methods: These methods assume access to the internals of the model,
and change parameters or settings to achieve fairness. For example, we may have access
to the coefficients of a linear classifier, or the probabilities output by an LLM. We tune
these values to achieve fairness. These approaches are also referred to as intra-processing
methods, and sometimes are treated as a separate category of bias mitigation techniques
[40, 38, 49].

3. LLMs
In the LLM survey [29], the authors identify four categories of bias mitigation algorithms,

namely the pre-processing, in-training, in-processing, and post-processing categories. However, in
order to align with the rest of the deliverable, the following analysis considers approaches that
affect the training of the model as in-processing approaches. The rest algorithms that modify
the model parameters during inference (i.e., the model is considered as a white-box that provides
parameters that can be modified) or assume that the model is a black-box (i.e., the algorithms
have access only to the output of the model), are described under the post-processing category.

3



3.1. Pre-processing bias mitigation

In LLMs, pre-processing bias mitigation approaches mainly apply to the datasets and prompts.
The first approach is data augmentation. The idea behind this approach is to create more rep-
resentative datasets by adding underrepresented and counterfactual examples [69, 78], and using
selective replacement [94] and interpolation [3]. The data filtering and reweighting approach
identifies, filters [30, 11] and reweights [37] representative examples that can be used for debias-
ing, even by using distilation teacher-student models [3]. Data generation creates new quality
examples based on specific criteria [83] or replace words using pair-lists [74]. Instruction tuning
like prompt modifications [72], control tokens [22] and continuous prompt tuning [59] is another
important direction. Finally, projection-based mitigation identifies an embeddings subspace
and removes these dimensions of bias from the contextualized embeddings before fine-tuning a
model [80]. In this direction, some approaches try to not eliminate the semantic information that
is contained in this subspace [64].

As mentioned in [29], pre-processing approaches are based on questionable assumptions and
may have limited effectiveness, since the task at hand might not align exactly to the pre-processing
measures, and they might be dependent on limited resources.

3.2. In-processing bias mitigation

These approaches reduce the bias of a model by modifying its architecture using adapters [58] or
by taking protected attributes as input [36]. A plethora of works consider the equalization of the
objective function through regularization terms and loss functions, like for embeddings [66, 91],
attention [6, 28], predicted token distributions [31, 100], dropout [89], contrastive [18], adversarial
[98] and reinforcement learning [75] loss functions. Finally, selective parameter updating and
freezing [54, 34] or filtering and removal of neurons [44] that are associated with biased
outputs during the training phase have also been used as mitigation strategies.

A major limitation of the above strategies is the computational cost, since they are applied
during the training phase. Furthermore, since these strategies focus on different mechanisms of
the training process, they will have varying effectiveness on downstream tasks.

3.3. Post-processing bias mitigation

This debias approach includes all mitigation strategies that consider the model either as a
white- or black-box. In the first case, it takes a trained model and modifies the model behavior
during inference without retraining or fine-tuning it. For example, in decoding strategy modi-
fications it modifies the process of output token generation by enforcing fairness constraints and
modifying the probability of next words. Examples include the case of constrained next-token
search that changes the rankings of next tokens [32] or enforcing lexical constraints [68]. Other
approaches modify the distribution where tokens are sampled leading to more diversity and less
biased output [20, 32, 65, 63]. The weights of the model can be altered without training, especially
by redistributing attention weights [95]. Finally, a modular architecture which at inference
removes specific types of biases was proposed in [39], while [56] uses an adapter-based modular
architecture for bias mitigation.

The LLM as a black-box approaches are limited to mitigating bias in the output of the model.
They are mainly based on rewriting approaches that replace harmful words with other neutral
ones either by using lexicons or neural networks, without changing the contents and the style of
the output text. Specificically, some approaches make keyword replacements [84, 21], while others
use machine translation techniques and neural rewriters that output more neutralized sentences
[43, 88, 70].

The work on the decoding strategy modificiations of the model as a white-box approach, is
rather limited. A major challenge is balancing bias mitigation with diverse output generation,
without amplifying bias [29]. The black-box approaches that are mainly based on rewriting are
also prone to bias due to the need of identifying what has to be rewritten. The removal of protected
attributes can also remove important context from the text.
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4. Clustering

The methodologies for mitigating bias and achieving fairness in clustering follow the typical
separation of pre-processing, in-processing and post-processing approaches. Usually, pre-processing
approaches transform the initial dataset under some fairness metric, and then apply a classical
clustering algorithm. Post-processing, on the other hand, applies fairness adjustments on the
output of a classical clustering algorithm. Finally, in-processing achieves fairness by modifying
the vanilla algorithm to obtain a fair algorithm. For the following, the definitions for the fairness
metrics we consider can be found in deliverable D1.1.

4.1. Pre-processing bias mitigation

A common metric used for pre-processing bias mitigation is balance [19]. The method suggested
in [19] for fair clustering is divided into two steps. First, a fairlet decomposition is performed,
where the data points are partitioned into small balanced subsets (fairlets). This is performed
by transforming the problem into a minimum cost flow problem. Then, a classical algorithm is
applied to generate clusters. These clusters will be balanced, since the input “poitns” are balanced.
In [19] they consider the k-center and k-median algorithms, but any clustering algorithm can be
applied. There are several follow-up publications that use fairlets [81] [2] [7], or that follow the
logic of generating a fair (balanced) representation for the clustering input [82] [41], [8].

4.2. In-processing bias mitigation

In-processing aims to make the algorithms behave in a fair manner and output fair clusters.
In [33] they consider the social fairness metric and they propose a modification of the popular
k-means (Lloyd’s algorithm) algorithm, called Fair-Lloyd. The algorithm updates the centers to
minimize the maximum average cost for each group, thus ensuring fairness.

For individual fairness (as defined in [45]), [45] formulates a fair k-center problem by incor-
porating the density of points locally around each point. This metric is also considered in [17].
Individual fairness for center-based algorithms is also considered in [5, 12, 16].

4.3. Post-processing bias mitigation

Post processing approaches first apply a vanilla clustering algorithm and then improve fairness
by post-processing the results. For the Bounded representation metric, the work in [10] reassigns
the points to clusters to achieve the upper and lower bounds on representation fairness. They
formulate the problem as an Integer Programming problem, which they solve by relaxing it to a
Linear Program (LP) and performing rounding.

For the Fair Representation of Centers metric, the work in [55] computes fair summaries of the
output of a k-center algorithm. The proposed algorithm first solves the vanilla k-center problem
and then adjusts the centers in a greedy fashion so that all groups have the required number of
centers. Similar methodologies are proposed in [1, 71, 25].

5. Network Analysis

In this section, we discuss methods for mitigating bias in network analysis tasks, and specifically,
diffusion maximization, PageRank and node embeddings.

5.1. Fair Diffusion Maximization

The methods proposed for mitigating bias in diffusion maximization are predominantly in-
processing methods, with reguralization of the objective function and imposing of fairness con-
straints being the most popular approaches.

Tsang et al. [85] consider achieving their two proposed notions of group fairness, maximin fair-
ness and group rationality, for which they formulate appropriate corresponding objective functions
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Umaximin and Urational respectively. The authors observe that Umaximin and Urational are not submod-
ular, so they do not lend themselves to application of standard techniques. Then, they show that
optimizing Umaximin or Urational can be reduced to solving a number of instances of the multiobjec-
tive submodular optimization problem, for which they provide an (1− 1

e )-approximation algorithm.
Their algorithm relaxes the problem from a discrete optimization problem to a continuous one and
uses Stochastic Saddle-Point Mirror Descent to optimize for all objectives simultaneously. How-
ever, the authors warn that optimizing for maximin fairness can greatly downgrade the quality of
the solution, for instance in the case of the existence of a poorly connected group.

Ali et al. [4] study the problem of time-critical diffusion maximization, in which additionally
to the budget there is also a deadline. They consider bounding the acceptable values of the Max-
imum Disparity in Normalized Utilities metric by introducing appropriate additional constraints.
However, the resulting problem does not lend itself to application of standard techniques, so the
authors opt to modify the objective function instead. In order to preserve its submodularity, they
compose it with a non-negative, monotone concave function. Ali et al. consider choosing the log-
arithm and square root functions, but leave the choice to the user for calibrating the amount of
penalization of disparity.

Fish et al. [27] consider achieving their proposed notion of individual fairness, maximin fair-
ness, for which they formulate the appropriate corresponding objective function Umaximin and they
observe that Umaximin is not submodular. The authors provide a number of algorithms that incre-
mentally construct the seed set S by selecting seeds according to a heuristic. However, they show
that all these algorithms have an approximation ratio no better than exponential.

5.2. Fair PageRank
For mitigating bias in PageRank, Tsioutsiouliklis et al. [86] propose in-processing methods.

They consider the approach of modifying the parameters that characterize a PageRank algorithm,
which are the transition probability matrix P, restart probability γ and jump probability vector
v.

For achieving ϕ-fairness, Tsioutsiouliklis et al. modify only the jump probability vector v.
They note that the stationary probability vector p can be written as a linear function of v as
follows: pT = γvT (I − (1 − γ)P)−1. From this note, the authors obtain linear constraints on v
and provide necessary and sufficient conditions under which they can be satisfied. This family
of ϕ-fairness inducing jump probability vectors provides a family of ϕ-fair PageRank algorithms,
which they call Fairness-Sensitive PageRank algorithms. They further select the algorithm in this
family with minimal utility loss, which is the sum of squares difference between the stationary
probability vectors of the original and ϕ-fair PageRank algorithms, by solving the corresponding
convex optimization problem.

For achieving local ϕ-fairness, Tsioutsiouliklis et al.. [86] modify the transition probability
matrix P and the jump probability vector v. They define a family of locally ϕ-fair PageRank
algorithms, which they call Residual-Based Locally Fair PageRank algorithms. In these algorithms,
each node u ∈ V distributes probability mass 1− δ(u) uniformtly to its neighbors and probability
mass δ(u), which they call the residual, to the members of the group that is underrepresented
in its neighborhood. How the residual is distributed in each algorithm is dictated by a residual
distribution policy. The authors consider the algorithms defined by three particular policies, which
they call Neighborhood, Uniform and Proportional. They also consider the algorithm in this family
with minimal utility loss. As before, they obtain a constraint optimization problem, albeit this
problem is not convex, so the authors implement a Stochastic Random Search algorithm for solving
it.

Tsioutsiouliklis et al. [86] also propose a post-processing method for achieving ϕ-fairness. Their
algorithm iteratively redistributes uniformly to the members of the protected group an appropriate
amount of probability mass that is subtracted uniformly from the members of the non-protected
group until p becomes ϕ-fair.

Tsioutsiouliklis et al. [87] propose a pre-processing method for mitigating bias in PageRank.
The authors consider the approach of modifying the network graph via edge additions. They
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define the fairness gain of adding one or multiple edges outgoing from a preselected source node
as the increase in the Pagerank value of the protected group. They provide analytical formulas for
computing the fairness gain in these cases and they efficient algorithms for determining the best
one or k edges outgoing from the source node to add for maximum fairness gain.

5.3. Fair Node Embeddings

Another network analysis task is the generation of node embeddings of the network graph.
This is a typical preprocessing step of the network data into a form that is suitable for downstream
tasks. A popular algorithm for producing such embeddings is node2vec [35], which consists of the
following two steps: First, sample a 2nd-order random walk with transition probability matrix P
to produce a number of traces of the same length. Then, train a skip-gram model on the nodes
of the network graph with targets constructed from the produced traces. The definition of the
matrix P involves two parameters p, q ∈ R∗

+. Assuming that u is the previous node in the random
walk, parameter p controls the probability that the next node is u and parameter q controls the
bias towards the next node being closer to u versus further away from u.

The study on mitigating bias in node embeddings is initiated by Rahman et al. [79] who
propose the FairWalk algorithm, in which the first step of node2vec is modified to perform a
1st-order random walk. For every node, the authors distribute its transition probability uniformly
to the groups that appear in its outgoing neighborhood.

This particular in-processing approach to mitigating bias in node embeddings is revisited by
Khajehnejad et al. [53] who propose the CrossWalk algorithm. For every node, the authors dis-
tribute its transition probability as follows: They distribute 1− α to its neighbors that are in the
same group and they distribute α uniformly to the remaining groups that appear in its outgoing
neighbourhood, where α ∈ (0, 1) is a parameter. Moreover, for each group, they bias towards the
nodes in closer proximity to the remaining groups; in other words, they bias towards the nodes that
are in the boundary of each group. The degree of this form of bias is calibrated by a parameter
p ∈ R∗

+.

6. Conclusion

In this report we surveyed the different approaches for mitigating bias and achieving fairness
in algorithms. We identified three general approaches to bias mitigation: Pre-processing, In-
processing, and Post-processing, depending on whether the mitigation efforts target the input data,
the model training, or the model output. For each of these approaches we presented commonly
used techniques that can be applied in different contexts. We then went in-depth in the mitigation
efforts for the areas that are of interest to the project: Large Language Models, Clustering and
Network Analysis.
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